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High-Assurance Control

his edition of IEEE Control System
Magazine (CSM) includes several
articles focused on high-assur-
ance control systems and a collection of
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tributes to Prof. Rudolf Kalman, who
passed away on July 2, 2016. Dar-
ren Cofer arranged the collection of
features from recent research on the
High-Assurance Cyber Military Sys-
tems (HACMS) program. DARPA ini-
tiated the HACMS research program
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Yutaka Yamamoto

ABOUT THIS ISSUE «

to create technology for the construc-
tion of high-assurance cyberphysical
systems (CPSs) [1]. HACMS research
is focused on vehicle control systems
(both air and ground) because of
the inherent complexity, criticality,
and significance for the military and
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Sam Coogan overlooking Fan Canyon while hiking in Joshua
Tree National Park, California.
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civilian applications.
The program is de-
veloping new technolo-
gies based on formal
methods that enable
semi-automated code
synthesis from execut-
able, composable, for-
mal specifications that
are subject to analytic
verification. The term
“formal methods” re-
fers to the analysis of
software (or models of
software) to prove its conformance to
specifications. The use of analytic tech-
niques for verification is, of course, stan-
dard practice in the control community;,

High-Assurance Control

but it is still relatively
new for software en-
gineering. This issue
includes three fea-
tures related to HAC-
MS and an additional
article on the use of
formal methods in
traffic flow networks.
Thearticle “Design
and Implementation
of Attack-Resilient
Cyberphysical Sys-
tems,” by Miroslav
Pajic, James Weimer, Nicola Bezzo,
Oleg Sokolsky, George J. Pappas, and
Insup Lee, describes the development
of attack-resilient CPSs. The article

< IEEE

considers the case of designing a re-
silient cruise controller for an autono-
mous ground vehicle, focusing on one
component of the system, an attack-re-
silient state estimator, and its perfor-
mance guarantees in the presence of
attacks. It is shown that the maximal
performance loss imposed by a smart
attacker, exploiting the difference be-
tween the model used for state estima-
tion and the real physical dynamics
of the system, is bounded and linear
with the size of the noise and model-
ing errors. Furthermore, it is described
how implementation issues such as
jitter, latency, and synchronization
errors can be mapped to parameters of
the state-estimation procedure. This

Calin Belta

Bart De Schutter
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Roald Amundsen Robert F. Scott
December 14, 1911 January 17, 1912
“So we arrived and “The Pole. Yes, but
were able to plant our under very different
flag at the geographical circumstances from
South Pole.”

those expected.”
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Ricardo Sanfelice at Inspiration Point, Santa Ynez Mountains,
Santa Barbara, California (photo courtesy of Andrew Teel).
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In “Historical Perspectives,” Yutaka Yamamoto
organized a tribute to Rudolf Kalman, which
includes numerous remembrances of his
research, life, and influence hy former
students and colleagues.

enables the mapping of control per-
formance requirements to real-time
specifications imposed on the under-
lying platform. The article also shows
how to construct an assurance case for
the system that covers both a math-
ematical model of the state estimator
and its physical environment as well
as a software implementation of the
controller. While the models consid-
ered are specific to the control system
and its intended deployment platform,
the modeling, robustness analysis, and
assumptions encountered in the case
study are typical of many other CPS
control problems.

The feature “High-Assurance
SPIRAL,” by Franz Franchetti, Tze
Meng Low, Stefan Mitsch, Juan Pablo
Mendoza, Liangyan Gui, Amarin Phao-
sawasdi, David Padua, Soummya Kar,
José M.F. Moura, Mike Franusich,
Jeremy Johnson, André Platzer, and
Manuela Veloso, presents techniques
that provide end-to-end guarantees
for robot and car control. The article
makes the point that CPSs, ranging
from critical infrastructure, such as
power plants, to modern, semi-au-
tonomous vehicles, typically use soft-
ware to control physical processes. As
such, CPSs generally have many dif-
ferent computational components that
execute separate software codes to im-
plement various control algorithms.
Collectively, these components, and
the code they run, yield the behaviors
and capabilities that modern society
has come to expect and rely on. How-
ever, there are typically many intricate
interactions between these compo-
nents, and analyzing the millions of

12 IEEE CONTROL SYSTEMS MAGAZINE » APRIL 2017

lines of code to ensure that the system
will perform as desired is often very
challenging. The article presents an
approach that addresses this complex-
ity in three ways. First, the desired
behavior of the system and assump-
tions about the environment are de-
scribed formally and proven, over all
valid executions, to perform correctly
based on the formalized assumptions.
Second, a high-performance monitor
code that checks that the environment
complies with stated assumptions,
and a proof that its implementation is
a faithful representation of the mathe-
matical specifications are automatical-
ly synthesized to reduce human error.
Third, side-channel information, such
as statistical noises, are fused with tra-
ditional sensor inputs such as a global
positioning system, based on funda-
mental analytical redundancy, to es-
tablish that the inputs to the system
do not contradict the known physics
of the system.

The final HACMS feature, “Adver-
sarial Testing to Increase the Overall
Security of Embedded Systems,” by
Eric Thayer, describes methods used
by the HACMS Red Team to evaluate
the cybersecurity of the control sys-
tems developed by other researchers in
the program. Additional information
on HACMS results includes the com-
prehensive verification of an operating
system microkernel [2], a domain-
specific language for the synthesis of
cybersecure control laws, mode logic,
encrypted communications, and device
drivers [3] and tools for compositional
reasoning about system safety and se-
curity properties [4].

The article “Formal Methods for
Control of Traffic Flow,” by Samuel
Coogan, Murat Arcak, and Calin Bel-
ta, investigates techniques for synthe-
sizing correct-by-design controllers
for dynamical systems. The approach
first obtains a finite-state abstrac-
tion and then applies a game-based
algorithm for synthesizing a control
strategy to satisfy a linear temporal-
logic specification. The article also
reviews vehicular traffic-flow models
to characterize a general model ame-
nable to formal control synthesis by
overapproximating the set of states
that are one-step reachable under the
traffic flow dynamics. These results
are demonstrated on a case study that
leads to a discussion of open problems
and avenues for future research.

The last feature, “Hierarchical Game
Theory for System-Optimal Control”
by Noortje Groot, Georges Zaccour,
and Bart De Schutter, is associated
with the special issue on game theory
in control that ran in the February
2017 CSM issue. This feature discusses
the potential of adopting Stackelberg
games in the context of both pricing
and traffic control engineering appli-
cations. In particular, the article high-
lights how Stackelberg game theory
can help solve pricing and traffic con-
trol problems in ways that differ from
traditional methods.

In the “Applications of Control” col-
umn, the article “Application-Oriented
Input Design in System Identification,”
by Mariette Annergren, Christian Lars-
son, Hakan Hjamarsson, Xavier Bombois,
and Bo Wahlberg, presents a framework
for application-oriented input design in
system identification. The main idea of
the framework is to note that the choice
of the input signal used in the identifica-
tion experiment greatly affects the model
obtained. Thus, by designing the input
signal, the operator is also implicitly de-
signing the model so the intended appli-
cation for the model should be taken into
account in the input design as well. The
concepts and capabilities of the frame-
work proposed by authors are illustrated
in several analytical, simulated, and ex-
perimental examples.



In “Historical Perspectives,” Yutaka
Yamamoto organized a tribute to Ru-
dolf Kalman (an obituary ran in the
February 2017 issue of the magazine
[5]), which includes numerous remem-
brances of his research, life, and influ-
ence by former students and colleagues.
Short tributes are included from Vlad-
imir Kucera, Anders Lindquist, A.S.
Morse, Brian D.O. Anderson, Eduardo
D. Sontag, Sanjoy Mitter, Tryphon
Georgiou, Allen Tannenbaum, Alberto
Isidori, Roger Brockett, Michael A. Ar-
bib, Pramod P. Khargonekar, Sergio
Bittanti, Malcolm C. Smith, Fumio Ha-
mano, and Thomas Kailath.

“From the Editor” presents “Letters
of Reference,” which discusses a recent
study of the gender differences in rec-
ommendation letters for postdoctoral
fellowships in geosciences and pro-
vides some guidance on how to write
“excellent” recommendation letters. In
the “President’s Message,” Edwin K.P.
Chong talks about “The Control Prob-
lem,” which recommends that the IEEE
Control Systems Society (CSS) commu-
nity, as control theorists and engineers,
take a closer look at the artificial intel-
ligence control problem. “CSS News”
discusses the opening of the Robotarium
by Magnus Egerstedt. “People in Con-
trol” has interviews with Katsuhisa Fu-
ruta, the former president and senior
counselor of Tokyo Denki University;
Kingsley Fregene, the group leader
for Robotics and Intelligent Systems at
Lockheed Martin Advanced Technol-
ogy Laboratories; and Sebastian Dor-
mido, a professor at the Universidad
Nacional de Educaciéon a Distancia
and program chair for the IEEE 23rd
Mediterranean Conference on Control
and Automation.

“Member Activities” presents ex-
cerpts from the report to the IEEE CSS
Board of Governors (BOG) from Vice
President, Member Activities, San-
dra Hirche. “Publication Activities”
presents excerpts from the report to
the CSS BOG from Vice President,

“On the Lighter Side” takes a look at model
options at the dynamical systems dealership.

Publication Activities, Fabrizio Dab-
bene. “Technical Activities” presents
excerpts from the report to the CSS
BOG from Vice President, Technical
Activities, Kirsten Morris; a report
from the Technical Committee on
Hybrid Systems by Ricardo Sanfe-
lice; and a report from the Technical
Committee on Systems Biology by
Bayu Jayawardhana.

“Conference Reports” has a report
by Ding Liu, Christos G. Cassandras,
Alessandro Giua, and Zhiwu Li on the
13th International Workshop on Dis-
crete Event Systems held May 30-June 1,
2016, in Xi’an, China; a summary by
Yanlong Zhao and Ying Qu of the 35th
Chinese Control Conference held
July 27-29, 2016, in Chengdu, China;
a report by R. Sanchez-Pefia and M.
Sznaier on the 10th Multiconference on
Systems and Control held in Buenos
Aires, Argentina, September 19-22,
2016; and a discussion by Viceng Puig,
Christophe Aubrun, Dominique Sau-
ter, and Horst Schulte on the Third In-
ternational Conference on Control and
Fault-Tolerant Systems held Septem-
ber 6-9, 2016, in Barcelona, Spain.

Among the regular columns, “25
Years Ago” revisits an article that
was originally presented at the 1991
American Control Conference, “Re-
inforcement Learning Is Direct Adap-
tive Optimal Control” by Richard S.
Sutton, Andrew G. Barto, and Ronald
J. Williams. “Conference Calendar”
lists upcoming conferences sponsored
or cosponsored by the CSS. “Book An-
nouncements” provides summaries of
books recently published in the con-
trol field. “Book Reviews” provides
discussions by William R. Cluett on
the book Principles of System Identifica-

tion: Theory and Practice, authored by
Arun K. Tangirala, and by Li Xia on
Iterative Learning Control: An Optimiza-
tion Paradigm, authored by David H.
Owens. “On the Lighter Side” takes a
look at model options at the dynami-
cal systems dealership.

I would like to thank the following
members of the CSM editorial board
for their significant efforts in helping
to get the tribute to Rudolf Kalman
finished on such short notice:

» Yildiray Yildiz

» Jeremy VanAntwerp
» Sean Humbert

» Antonella Ferrara

» Warren Dixon

» Daniel Quevedo,

» Daniel Davison

» Behcet Acikmese

» Marco Pavone.
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