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Cryptography has a long history and its main objective is the transmission of data
between two parties in a way which guarantees the privacy of the information. There are
other interesting applications such as digital signatures, the problem of authentication and
the concept of digital cash to name a few. The proliferation of computer networks resulted
in a large demand for cryptography from the private sector.

A basic building block in public key cryptography are the one-way trapdoor functions.
These are one-one functions which can be efficiently computed. The inverse function can
however only be computed if some additional trapdoor is known. The best known one-
way trapdoor function is the RSA function whose difficulty of inverting is related to the
difficulty of factoring. Other one-way trapdoor functions use the arithmetic of elliptic
curves and more general abelian varieties,

In this talk we will first provide a survey for the non-specialists. We then explain some
new ideas on how to bulid one-way trapdoor functions from actions of finite simple semi-
rings on finite semi-modules. The presented results constitute joint work with Elisa Gorla,
Gerard Maze and Chris Monico and Jens Zumbrägel.
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It is well known that a convolutional code is essentially a linear system defined over a
finite field. Despite this well known connection convolutional codes have been studied in
the past mainly by graph theoretic methods and in contrast to the situation of block codes
there exist only few algebraic constructions. It is a fundamental problem in coding theory
to construct convolutional codes with a designed distance.

A first part of the talk describes the connection between convolutional codes and linear
systems [?, ?]. Using systems theoretic methods we explain how to construct codes with
maximal or near maximal free distance [?]. We show how decoding can be viewed as a
discrete tracking problem where the received signals have to be optimally matched with a
sequence generated by the encoder. We also report on recent progress in the construction
of convolutional codes by algebraic means [?].

Convolutional codes have been used in the past mainly for the purpose of point to point
communication. Recent work by Hadjicostis, Verghese, Fliess and their collaborators have
shown (see e.g. [?]) interesting applications to Fault Tolerant systems where codes over a
large alphabet play an important role. In a final part of the talk we will address these
applications.
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